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Abstract 

All nations acknowledge that every individual has the right to maintain excellent health throughout 
their life and to take all necessary steps to keep improving. A person’s productivity can be significantly 

impacted by their health. Everyone is happier and more productive when an employee is in good health, 
which benefits the company. Recent technological advancements have made a significant contribution 

to the healthcare sector. Internet of Things (IoT) sensors enable the idea of remote medicine, which has 
the potential to significantly reduce physicians’ workloads in addition to enabling continuous patient 

monitoring. But in certain instances, these sensors have been used more frequently, increasing the risk 
of sensitive data being stolen or changed. Since most of this sensor data is being moved to cloud 

platforms, there is a higher level of vulnerability. However, there are serious issues with data security 
and privacy brought on by our growing reliance on IoT devices. Sensitive patient data is constantly 

being transferred to cloud platforms, putting it at risk for manipulation, illegal access, and data 
breaches. These flaws have the potential to jeopardize patient privacy, result in poor medical judgment, 

and even cause life-threatening circumstances. Therefore, it is crucial to protect medical data while 
preserving the advantages of IoT integration. There needs to be an alternative that safely safeguards 

the IoT’s growing convenience. cloud platforms and IoT devices in the medical field. As a result, this 
technique outlines an effective way to send sensor data to the Thing Speak cloud using the cloud and 

the IoT. The server accesses this data concurrently for preprocessing and decision-making through 

WhatsApp Intimation to monitor the patient’s vitals. Secure frameworks that combine cloud and IoT 
technologies have been created to address these issues. Sending sensor data to the Thing Speak cloud 

platform for preprocessing and safe storage is one method. Furthermore, WhatsApp real-time 
notifications give prompt information about patient vitals, enabling medical professionals to react 

quickly. These methods show how cloud and IoT system integration, when paired with strong security 
protocols, can enhance healthcare delivery, boost operational effectiveness, and protect private patient 

data.  
 

Keywords: Medical health records, public clouds, internet of medical things, Internet of Things (IoT), 
Remote health monitoring system 

 
 

INTRODUCTION 

As the information age progresses, the amount of 

data produced by customers is also growing at an 
exponential rate. It is obvious that the user’s local 

PC memory is insufficient. The use of cloud 

computing services for data processing, 
administration, and archiving is growing in 

popularity. Cloud-based apps offer numerous 
benefits, but they also present significant security 

and privacy threats to users. When data is uploaded 
to a distant server, the data owner no longer has 

control over it; instead, they must depend on the 
server to do any necessary actions. Since then, other 

issues with cloud data privacy have surfaced such as 
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how to ensure data privacy and the effectiveness of user-restricted access and authorization 

management [1, 2]. However, because most modern cloud storage systems are centralized, data 
administration is usually controlled by a single institution. In addition to distribution prices, using this 

method involves significant computing fees. Therefore, providing a reliable, safe, and efficient way to 
collaborate on cloud storage is essential. We provide a cloud ciphertext-based permission system to 

protect sensitive information. We utilize key encryption and store encrypted messages on the cloud 
since protecting sensitive data is our top priority. The owner also owns the keys and, implicitly, the 

access permissions. In conventional research, the function is put forth as a decryption criterion, 
supporting an encryption technique based on participation. One possible solution to this problem is to 

build an integrated cloud re-encryption data sharing architecture based on attribute cryptography. By 

using a creative and adaptable proxy re-encryption technique, the author makes it easier for data owners 
to handle their data and allows for more flexible ciphertext management of identities. By giving the 

authorized user the ability to decrypt any re-encrypted ciphertext using their component, the data owner 
can grant access to the plain text message. The inclusion of environment, credential, and individual 

components in a proxy encryption process was then proposed as potentially advantageous [3–5]. One 
common element of these techniques is moving user data to a distant cloud storage location for 

administration. Critical client data may be permanently compromised or erased by assaults against the 
management teams of third-party cloud services. The aforementioned security measures are sufficient 

to protect sensitive data, but they do not help users quickly obtain the accurate information and 
knowledge they need during the data sharing process. The authors present a unique proxy re-encryption 

technique based on cryptographically indexed phrases to improve access performance during data 
transmission. Nevertheless, this approach cannot be used to develop a workable ciphertext decryption 

algorithm. To improve keyword search, current research addresses this issue by confirming the 
effectiveness of a key-based characteristic proxy re-encryption procedure within a randomized oracle 

paradigm. Unfortunately, performance studies show that the approach is too computationally complex 
to be widely adopted. 

 

A novel problem in cloud data integrity assessment is introduced by focusing on verifying whether 

files contain specific search terms while preserving file anonymity. To address this, a new labeling 
mechanism called RAL is proposed, which allows the generation of auditing evidence without 

disclosing the identity of the file. Experimental evaluations demonstrate both the security and the 

practical applicability of this method. A scheme called EPSM is proposed as a secure and efficient 
search method for encrypted medical cloud data in multi-owner scenarios. EPSM enables physicians to 

search for encrypted medical records in a privacy-preserving and cost-effective manner. While the cloud 
server cannot interpret semantic similarity, it can compute noisy values and return them for de-noising. 

This ensures secure and customizable search through trapdoors, while preventing link ability between 
trapdoors and indices containing shared terms. Designed specifically for multi-data-owner settings, 

EPSM minimizes computational and communication overhead while requiring only a small number of 
keys, making it well-suited for medical applications. A secure similarity search method is proposed for 

M/M (multi-owner/multiuser) environments. The approach guarantees asymptotically optimal 
comparison searching and query privacy even in the absence of similar data. To strengthen security, the 

method incorporates request, indexing, and file secrecy protections, achieving adaptive semantic 
security. Key innovations include ensuring both forward and backward privacy, which are essential for 

real-time data updates, and eliminating reliance on external trusted key services. These contributions 
make the protocol more practical and resilient for secure cloud-based similarity search. 

 
LITERATURE SURVEY 

A novel route-finding scheme based on searchable encryption has been proposed to support ranked 
results. The framework consists of three core components: route discovery, index construction, and 

chained list generation. Security analysis confirms compliance with adaptive translational security, 

while experimental results validate both the safety and efficiency of the system, demonstrating faster 
performance compared to existing approaches. An efficient search mechanism for encrypted cloud data 

introduces a feature-based method for joint word identification. By selecting a subset of unique terms 
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at random, a reduced-dimensional keyword dictionary is generated, which significantly decreases the 

size of keys, indexes, and trapdoors [6–8]. This optimization accelerates search operations while 
maintaining accuracy. Weighted scoring, derived from the comparison of query keywords with 

document attributes and dictionary terms, ensures precise query results. Traditional encrypted search 
techniques often fail when query keywords are slightly misspelled or when semantic variations occur, 

resulting in incomplete or inaccurate results. To address this issue, a cloud-compatible fuzzy semantic 
encryption model has been developed. This approach generates keyword fingerprints, applies distance 

measures, and matches them with query fingerprints to support multi-keyword fuzzy searching, thereby 
improving search tolerance to typographical errors and semantic diversity. An attribute-based keyword 

search strategy has been designed to prevent duplicate data storage while ensuring reliable keyword 
matching. The technique integrates access policy–based encryption for fine-grained control and 

employs outsourced decryption to reduce computational overhead. Integrity verification is supported 

through cryptographic hash functions and third-party auditing [9]. Furthermore, data labels enable the 
synchronization of locally stored and cloud data, minimizing redundancy and reducing communication 

costs. A lightweight multi-keyword search model employs simple multiplication operations for index 
construction, replacing heavier pairing and arithmetic techniques. This approach supports secure, fine-

grained keyword searches while maintaining high efficiency. Security is established through formal 
analysis, and performance evaluations confirm reduced computational and transmission latency 

compared to earlier methods. A ranked search framework for encrypted cloud storage applies to a 
classification-based indexing structure. Documents are organized into groups, and group vectors are 

generated to reduce dimensionality and indexing time. This grouping also simplifies updates, as only 
affected vectors need to be rebuilt when documents are modified. Additionally, a focused feature-

extraction method enhances search efficiency by restricting server computations to relevant group 
vectors rather than all possible combinations. A privacy-preserving substring search mechanism has 

been designed for cloud-stored genetic data. The system supports multiple users and accommodates 
variable-length queries to locate substrings within gene sequences. Strong security measures preserve 

the confidentiality of both data and queries. Communication efficiency and session optimization further 
improve usability, making the method practical for real-world medical research applications [10]. 

 

A ranked multi-keyword search model incorporates TF-IDF and vector space modeling to provide 

precise search engine rankings over encrypted data. The scheme leverages secure kNN computations to 

resist known attacks and adopts a BC-tree indexing structure to enhance efficiency. By clustering 

documents prior to encryption, the approach reduces search complexity and improves retrieval 

accuracy. Existing ranked search solutions are predominantly limited to public cloud environments. To 

extend support for hybrid cloud infrastructures, an authenticated multi-keyword ranked search 

algorithm has been introduced. This scheme employs partitioned keyword segmentation based on k-

means clustering, ensuring balanced vocabulary distribution and improving both ranking effectiveness 

and search efficiency. A feature-scoring–based ranked search mechanism is proposed to optimize 

secure query processing [11–13]. Indexes are constructed so that each recovered term contributes to a 

ranking dimension, leading to reduced index size compared to traditional keyword indexing. A 

customized matching score algorithm in the trapdoor generator assigns scores according to similarity 

type and number of matches, thereby aligning query results more closely with user intent.  

 

METHODOLOGY 

The system overview in Figure 1 illustrates the approach that has been recommended to set up a 

patient’s IOT remote health monitoring system. 

 

The implementation of the steps listed below served as a foundation for the proposed approach. 

 

Step 1 

Sensor Data Collection 

The patient is lying in bed at home while the order is affixed to a board, and their temperature sensor 

is calibrated. However, the microcontroller board already has the API built in, so connecting it to the 
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laptop does this. The ESP32 board attaches to the sensor to provide power and gather input values. The 

sensor’s inputs can be used to turn it on and provide data to the board. The board has Python installed 

with the intention of gathering sensor data, after which it is connected. Data collection from the sensors 

begins immediately when the Python code is uploaded to the board. 

 

 
Figure 1. IoT-based patient health monitoring and alert system. 

 

Table 1 displays the ESP 32 model’s specifications. 

 

Table 1. Specification of ESP 32. 

Module Model ESP-WROOM-32S 

SPI Flash 32Mbit(default) 

Support interface UART/GPIO/ADC/DAC/SDIO/SD card/PWM/I2C/I2S 

Integrated crystal oscillator 40MHz Crystal oscillator 

IO Port 38 

Antenna Onboard antenna 

Power Supply Voltage 3.0V–3.6V, Typical 3.3V, Current >500 mA 

Operating Temperature –40°C–85 °C 

Storage Environment –40 °C–120 °C 

Length(mm) 25.4 

Width(mm) 48.26 

Height(mm) 3 

Weight(g) 10 

Shipment Weight 0.015 kg 

Shipment Dimensions 12 × 8 × 2 cm 

Module model ESP-WROOM-32S 

 

Figure 2 shows the ESP 32’s connectivity circuit diagram with the temperature sensor. 
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Figure 2. Circuit diagram of the proposed model. 

 

Step 2 

Preprocessing 

The list of processed and sent sensor input values is passed as input to the Python function. These 

factors successfully look for an interface and temperature threshold. We then reduce the strings and 

eliminate the junk values from the data that has already been preprocessed. We then assess the patient’s 

severity using the findings. 

 

Step 3 

Decision Making 

The sensor’s configuration enables the patient to wear it along with the required power source. The 

sensor values are continuously sent to the thing talk cloud on the assigned channel and ID using their 

corresponding API credentials. To determine whether the sensor’s readings alter or surpass a 

predetermined threshold when the temperature rises sufficiently, all this data is stored on the server. 

When this threshold is crossed, the temperature is uncontrollably rising above the tolerable level, and 

the situation could be classified as a serious level scenario. This decision-making module determines 

the circumstance by applying its if–then rules. The decision-making technique activates a voice alarm 

at the patient’s home to get a current picture of the patient and alert their loved ones. At the server end, 

we generate a message string and a map URL using Python’s Pywhatkit module. We then use the 

WhatsApp app to send information to the physician treating the patient (Table 1). 

 

RESULTS 

Using Internet of Things (IoT) sensors, the installed system continuously measures the body 

temperature and pulse rate of bedridden patients. Real-time remote patient health monitoring is made 

possible by the transmission of the gathered data to a cloud-based server. In the event of anomalies, the 

system generates notifications and guarantees ongoing observation. 

 

The system interface makes it simple for caregivers to monitor health parameters in real time, such 

as temperature and pulse rate, as seen in Figure 3. Furthermore, the system automatically sends the 

designated doctor an SOS notice via WhatsApp in the case of a medical emergency such as an abrupt 

increase or decrease in vital signs. 



 

 

Intensive Patient Care at Home Using IoT and Cloud                                                                             Shivaji et al. 

 

 

© JournalsPub 2025. All Rights Reserved 33  
 

 
Figure 3. WhatsApp message sent by the system to doctor when critical situation occurs. 
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Figure 4. Live location tracking of ambulance. 

 

By using the live location monitoring tool (Figure 4), medical professionals can quickly summon an 

ambulance, if necessary, by pinpointing the patient’s precise location. 

 

The outcomes show how responsive, dependable, and successful the system is at giving patients 

critical care at home. The suggested method improves real-time monitoring and emergency response 

through IoT and cloud integration, which raises patient safety and healthcare management standards 

overall. 

 

CONCLUSION AND FUTURE SCOPE 

First, the Arduino Uno board is connected to the medical sensors. After connecting to the system, the 

ESP 32 microcontroller starts gathering sensor data and sending it to the recommended manner. 

 

Using this method, the data is encrypted and converted to a list. This list is then stored on Thing 

Speak, a public cloud storage platform. Most of this sensor data is being uploaded to cloud servers, 

which jeopardizes its security. The healthcare sector needs a reliable alternative to the data security 

techniques used today because of the greater convenience that cloud platforms and IoT devices offer. 

Thus, this approach outlines a way to effectively move data from sensors to the Thing Speak cloud via 

the cloud and the IoT. The server concurrently accesses this data to preprocess it and make decisions 

utilizing WhatsApp notifications to track the patient’s vitals. In the future, this system can incorporate 

several sensors, including those for electrocardiograms, blood pressure, and electroencephalograms, to 

enable real-time patient monitoring. 
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